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2. FTP 
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FTP service

×File Transfer Protocol 

Áhost 

ÁFTP server : VSFTPD

ÁFTP client ( )
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VSFTPD

×Very Secure ftp daemon 

Á FTP 

Áhttp://vsftpd.beasts.org/ 

ÁRPM 

ÿ ftp 
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runlevel script/config

×/etc/init.d/vsftpd

×/etc/vsftpd/vsftpd.conf

Á# 

# /etc/init.d/vsftpd restart 

Stopping vsftpd: [ OK ]

Starting vsftpd: [ OK ]
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vsftpd.conf

Áanonymous_enable=<YES|NO>

Álocal_enable=<YES|NO>

Áwrite_enable=<YES|NO>

Álocal_umask=<###>

# Allow anonymous FTP 

anonymous_enable=YES

# Uncomment this to allow local users to log in. 

local_enable=YES 

# Uncomment this to enable any form of FTP write command. 

write_enable=YES

# Default umask for local users is 077. 

local_umask=022



Copyright by SunYoung Kim <sunyzero (at)  gmail (dot) com>

vsftpd.conf (con't)

# Uncomment this to allow the anonymous FTP user to upload files. 

#anon_upload_enable=YES

# Uncomment this if the anonymous FTP user to be able to create 

# new directories.

#anon_mkdir_write_enable=YES

# Activate directory messages 

dirmessage_enable=YES

# Activate logging of uploads/downloads. 

xferlog_enable=YES

# Make sure PORT transfer connections originate from port 20. 

connect_from_port_20=YES
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vsftpd.conf (con't)

×FTP Port transfer (active)

V Server
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vsftpd.conf (con't)

×FTP passive transfer

V Server
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vsftpd.conf (con't)

Átimeout : session/data connection

Á/etc/vsftpd/chroot_list

#chown_uploads=YES

#chown_username=whoever

#xferlog_file=/var/log/vsftpd.log

xferlog_std_format=YES

idle_session_timeout=600

data_connection_timeout=120

ftpd_banner=Welcome to blah FTP service. 

chroot_list_enable=YES

chroot_list_file=/etc/vsftpd/chroot_list

sunyzero 

linuxer 
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chroot

×

Ároot 

Á

root 

Á chroot 
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vsftpd.conf (con't)

×standalone 

Álisten=YES

# chroot_local_user . 

# chroot_local_user=YES

pam_service_name=vsftpd

userlist_enable=YES

listen=YES

tcp_wrappers=YES
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other FTPd

×wu -ftpd, proftpd

ÁWashington Univ. ftpd - 1998/1/17

Áproftpd - 1998/5/20

×vsftpd, pure -ftpd

Ávsftpd - 2001/2/1

Ápure-ftpd - 2001/1/14

Ásecurity
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pure -ftpd

×pure -ftpd

Áyum vsftpd

Áfuser 21

# fuser - v - n tcp 21 

USER PID ACCESS COMMAND 

21/ tcp : root 2907 F....  vsftpd


