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Preface

x Apache apache group
x Apache apache group

x Apache web site URL

Anttp://httpd.apache.org
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http://httpd.apache.org/

Lapache httpd

X apache

A1995 NCSA HTTPD 1.3

y HTTPD (HTTP Daemon)

ANCSA
X
AOpen source ( )
A 50%
A (UNIX, Linux, Windows... )
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LVersion
x Apache 1.3.x

Aprefork

ADSO(Dynamic Shared Object)

x Apache 2.x
A
Aprefork & thread (worker model)

A . apache portable runtime library
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Llnstallation

x Package installation
A
x Compile & build

APackage

ACompile Package ?
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LTip (Installation)
X ?

A ?
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Llnstallation (yum, RPM)

x Apache package (2.x )
Aapr
Aapr - util

Ahttpd

x YUM( Yellowdog Update Manager)

Ae.g.) yum Ty install apr apr-util httpd
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Lonfiguration

x directories : /etc/  httpd

Aconf : configuration files
Alogs : log directory (symbolic link)

Amodules : extension module plug -ins

x [etc/ httpd /conf/ httpd.conf
A
A 3
y global environment

Yy main server configuration

y virtual host configuration
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Lselinux  httpd

x selinux (Security Enhanced Linux)

Aselinux enforce httpd

Aselinux
y ( ): letc/ sysconfig/selinux
y . getenforce

Aselinux
y SELINUX=enforcing SELINUX=permissive

% "setenforce Permissive"
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| configuration: global env.

X

ServerTokens < Prod|Min|OS|Full >

Prod, ProductOnly
Min, Minimal
OS
Full

$ telnet localhost 80
GET /HTTP/1.0

HTTP/1.1 403 Forbidden

Date: Mon, 14 Jul 2008 05:31:49 GMT
Server: Apache/2.2.8 (Fedora)
Accept - Ranges: bytes

Content - Length: 3918

Connection: close

Content - Type: text/html; charset
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| configuration: global  env.(c 0 n)6 t
X

AServerRoot fidirectory path"

y e.g.) ServerRoot"/etc/ httpd i

x PID file

APidFilepid_path

: ServerRoot + run/httpd.pid

Ae.g.) PidFile run/httpd.pid = [etc/ httpd /run/httpd.pid
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Lconfiguration: gl ob
X

Timeout <second>

(latency)

(DoS attack)

#Timeout 120

Timeout 4
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lconfiguration: gl ob.

x HTTP KeepAlive

KeepAlive < On|Off >
MaxKeepAliveRequests  <# of requests>
KeepAliveTimeout <second>

| (ersistentcomnectiony . .
I
I

DoS attack

KeepAlive On
MaxKeepAliveRequests 50

KeepAliveTimeout 1
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lconfiguration: gl ob.

x HTTP KeepAlive
-_— :

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

Y HTML 1~2
Y HTML ( )
Y : TCP ( )

A (Persistent connection) : HTTP KeepAlive
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igconfiguration: gl ob

x HTTP KeepAlive (con@)

AKeepAlive Off MaxKeepAliveRequests KeepAliveTimeout
AMaxKeepAliveRequests
y
AKeepAliveTimeout
A 140 ?

KeepAlive On
MaxKeepAliveRequests 50

KeepAliveTimeout 1
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Lconfiguration: gl ob.

x HTTP KeepAlive

A KeepAliveTimeout (latency)
y peak time ( )
AKeepAlive DoS

y KeepAliveTimeout

y e.g.) KeepAliveTimeout 5 4
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lconfiguration: gl ob.
X . prefork model

StartServers
MinSpareServers
MaxSpareServers

ServerLimit
MaxClients

MaxRequestsPerChild (child process)
Aprefork MPM
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lconfiguration: gl ob.

X apache

Aldle Process
y MinSpareServers~ MaxSpareServers

A ServerLimit
prefork "ServerLimit = MaxClients' Why?

prefork
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Lconflguratlo global env.(c o not

. prefork model

AMaxRequestsPerChild memory leak

y c.f. Solaris library memoryleak

<IfModule  prefork.c >

StartServers

MinSpareServers 5
MaxSpareServers 20
ServerLimit 256
MaxClients 256
MaxRequestsPerChild 4000
</ IfModule >
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Lconflg ration: global v.(Cc 0nb

- worker MPM

Aworker MPM
SKip.
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lconfiguration: gl ob

x Listener

Alisten [address]<port number>

y e.g. listen 80
Af~10230 root Well-known port
Aroot ©1024~0

y e.g.) listen 8080
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lconfiguration: gl ob.

x DSO support

ALoadModule <module name> <module DSO file path>

ADSO (Dynamic Shared Object)
(Shared Object)

A (apxs )

X DSO module

Amod_rewrite :
Amod_php : php

Aapache 2.2 module : http://httpd.apache.org/docs/2.2/mod/
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lconfiguration: gl ob.

X Include other config

Alnclude < config file path>

y e.g.) Include conf.d/*.conf

x User, Group

AUser <username>
AGroup < groupname >

A . nobody apache

Copyright by SunYoung Kim <sunyzero (at) gmail (dot) com>



| configuration: Main server

X
AServerAdmin < >
X
AServerName < | IP >[:port]
A ( )
A DNS FQDN
IP CGl

y e.g.) ServerName 192.168.0.100

y e.g.) ServerNamewww-10.fedoralinux.or.kr:8080
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lconfiguration: Main

x UseCanonicalName <on|off >
Aon : :

Aoff : , CEVEWNENE

ADocumentRoot < >
A URI

y e.g.) DocumentRoot "/ var/www/html i

% http://localhost/ [var/www/html

( )

Copyright by SunYoung Kim <sunyzero (at) gmail (dot) com>


http://localhost/

LTest configuration

x check httpd.conf

Ahttpd -t -f < config file>

Ahttpd.conf
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